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Motivation and Goal Sources and Sinks
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‣ Information-flow tools require specifications of sources and sinks

‣ Current code analysis approaches usually only consider a small hand-
selected set of sources and sinks known from literature

‣ But those lists are incomplete, causing many data leaks to go undetected

Main Goal: 

Fully automated generation of a categorized list of sources and sinks for 
Android applications. 
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‣ Training data is created from randomly picked and hand-annotated 
examples (labeled data)

‣ Sources/sink training set (1st run)

‣ Categories training set (2nd run)

‣ Meaningful features extracted from data samples (feature database)

‣ Input: Android API methods (unlabeled data), trained Classifier and 
Feature Database

‣ 1st Run: Train the classifier for sources/sinks and evaluate all Android 
methods

‣ 2nd Run: Train the classifier for categories and evaluate it on the sources/
sinks from 1st run

‣ Output: Categorized list of sources and sinks
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1st run: Source/Sink Classification 2nd run: Source/Sink Categorization

Android Source:

Sources are calls into resource methods 
returning non-constant values into the 
application code.

Android Sink:
Sinks are calls into resource methods accepting 
at least one non-constant data value from the 
application code as a parameter, if and only if a 
new value is written or an existing one is 
overwritten on the resource.

‣  Sources are categorized into domain-specific categories: 

‣ Sinks are categorized into domain-specific categories: 

‣ New categories can easily be added: 

‣ Label API methods for the new category

‣ Add category-specific features into the feature database

‣ Categories can be used to semantically define flows between sources 
and sinks (e.g., only interested in flows: location information via SMS)

Features

‣ Fully-automated approach

‣ Android version independent

‣ Very fast classification

‣ Provides the most comprehensive publicly available list of sources and 
sinks

‣ General approach could be adopted to other platforms like J2EE, PHP,  
C++, etc.

SMS/MMS Location Information Calendar Information Contact Information Other

SMS/MMS Bluetooth Near-Field-Communication Email Otherwell and would not have to use an source methods anyway.
Additionally, marking private methods as sources or sinks
would not be of any use for the analysis tools using our out-
put lists as they usually do not support reflective method
calls either.

5. EVALUATION
In this section, we evaluate the accuracy of our approach

for both machine learning problems. In section 5.1, we show
that we can precisely identify sources and sinks. In section
5.2, we show that our approach is also able to correctly cat-
egorize the sources and sinks found in the previous step.

5.1 Sources and Sinks
Our approach is able to reliably identify sources and sinks.

Table 5.1 shows the results of a ten-fold cross validation over
our training set of about TODO: NN methods taken as a
subset from the PScout list of about 12,000 methods in to-
tal. We started with this subset as it provided mappings be-
tween methods and required permissions and thus enabled
us to also use Android permissions as features for our classi-
fier. Our final results for the source/sink classification were
computed without any permission features, though.

The true positive rate for the source/sink classification is
greater than 90% on average with a false positive rate as
low as ten percent for sources and sinks. This shows that
methods which we classify as sources and sinks are indeed
sources and sinks and that these two categories do not con-
tain a significant number of wrong results.

Category True Positives False Positives
Sources 0.907 0.008
Sinks 0.852 0.034
Neither/nor 0.954 0.122

Weighted Average 0.926 0.090

Table 1: Source/Sink Cross Validation

Category True Positives False Positives
Sources 0.904 0.010
Sinks 0.792 0.036
Neither/nor 0.954 0.153

Weighted Average 0.913 0.112

Table 2: Source/Sink Cross Validation PScout

When applying our approach to the complete Android
SDK of about 110,000 methods, we get the cross validation
results shown in table 5.1 (again running with 10 folds).
Note that we did not extend our set of manually-annotated
training records for this test. However, since we automat-
ically propagate classifications along the class hierarchy as
explained in section 4.5, we get slightly more implicitly an-
notated data and thus di↵erent results. In this case, our
approach yields even better results with an average true pos-
itive rate of over 92% and false positives of under 10%.

5.2 Categories for Sources and Sinks
For assessing the quality of our classification, we again run

a ten-fold cross validation on our training data. When using
the PScout list as a target, we get the results shown in 5.2 for

categorizing the sources. Table 5.2 lists our cross-validation
results for categorizing sinks.

Category True Positives False Positives
NO CATEGORY 0.5 0.019
UNIQUE ID 0.857 0
LOCATION 0.929 0
NETWORK 0.923 0.029
CALENDAR 1 0
ACCOUNT 0.846 0.007
EMAIL 0.5 0.006
IMAGE 0.667 0
FILE 0.75 0.012
BLUETOOTH 0.846 0
NFC 1 0
BROWSER 1 0
SYNC 1 0
CONTACT 0.955 0.021
SETTINGS 0.889 0.006

Weighted Average 0.91 0.009

Table 3: Source Category Cross Validation PScout

Category True Positives False Positives
NO CATEGORY 0.5 0.019
UNIQUE ID 0.857 0
LOCATION 0.929 0
NETWORK 0.923 0.029
CALENDAR 1 0
ACCOUNT 0.846 0.007
EMAIL 0.5 0.006
IMAGE 0.667 0
FILE 0.75 0.012
BLUETOOTH 0.846 0
NFC 1 0
BROWSER 1 0
SYNC 1 0
CONTACT 0.955 0.021
SETTINGS 0.889 0.006

Weighted Average 0.91 0.009

Table 4: Sink Category Cross Validation PScout

5.3 Comparison to Other Approaches
Compare categories and number of sources and sinks with

other papers (TaintDroid, AndroidLeaks)
How many sources/sinks/nn
How many entries per category (source / sink)
Manual check (well-known methods)
comparison of Android versions

6. OTHER SOURCES AND SINKS
Our motivating example focused on calls to little-known

methods for showing a data flow missed by popular taint
tracking tools. In this section, we present other possibilities
for obtaining or sending out sensitive information besides
API method calls that are usually overlooked during analy-
sis.
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